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Installing a Site Certificate to access HPOS using Firefox
(Mac 10.4/10.5/10.6/10.7/10.8)

Some Health Professional Online Services (HPOS) users may be presented with the
following error message if their Site Certificate is not installed correctly.

I’@ Lentiication authentication faned - Mozilla Finenos:
File Edit WView History Bookmarks Tools Help

| % Applying for certificates - Medicare Austr.. | LJ Certification authentication failed x| +

6 i__1 Medicare Australia (AL) | hitps Z.medicareaustralia.gov.au: 5443/ peert/hpos home. do

0| Orline Claiming |8 Easydaim (0] Aged Care [0 PES Online [0 Meddaims'EDI |0 Health Identifers [0) PCEHR

An attempt to authenticate with a client certificate failed.
Avalid client certificate is required to make this connection.

This step-by-step guide will help you the process of installing your Site Certificate for the
following operating systems:

Mac 10.4
Mac 10.5
Mac 10.6
Mac 10.7
Mac 10.8

This guide has been written using Firefox 23. If your computer has a different version of
Firefox, there may be slight differences getting to the dialog box required.

If at any time you need help, please contact the eBusiness Service Centre on 1800 700
199*.

*Call charges apply from mobile and pay phones.
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Step 1: Opening Firefox and finding out your version

Open your Firefox browser.
Select the Firefox menu.
Select the 'About Mozilla Firefox' option. The version number is displayed.

Select Ok.

Step 2: Importing the certificates

-,

@ BlG)® File Edit View History Bookmarks Tools Window Help
About Mozilla Firefox

Preferences...

Services

Hide Firefox
Hide Others
Show All

Quit Firefox

Select the Firefox menu.
Select Preferences.

Or

On your keyboard hold down the Command button and press the comma key.

The Options dialog box is displayed.
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COiptions /_@
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General Tabs Content  Applications  Privacy  Security Sync Advanced/
General H Data Choicasl Networkl Update(] CEI"EiﬁCEtESB
When a server requests my personal certificate:
() Select ene automatically

l‘u"iew Certificates J Revocation Lists ] I Validation ] I Security Devices

| ok

Select the Advanced tab.

H Goncel H Help ‘

Select Certificates tab.

Select View Certificates button. The Certificate Manager dialog box is displayed.
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Certificate Mame
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You have certificates from these organisations that identify you:

Impart... }

Security Dev...

Seri...

E.l B

Select the Your Certificates tab and select the Import button.
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Step 3: Installing the fac_sign.p12 file.

OO File Name to Restore
(4 » |22 =[m)] %) 6556093893 B (Qsearch
DEVICES m B fac_encryptpi2 "
Epe— |
| Macinto... || (| hic_encrypt.crt -— |
Bl iDisk I [ hic_sign.crt |
O 655 ' [ pki-certifi.. -manager |
| |:| trust.pl2 |
PLACES | |
E Desktop I |
| % csers : "
%Applicati.._ | Name I;ac_er'lcr',fpt.pl
| Documents | Size 10 KB
Untitled ... iL Kind personal
Untitled .. information .
exchange file ¥
MEDIA 5 ] Created - I
[ Music b

" Hide extension

ff_ Cancel \'
P

In order to install your Site Certificate you will need to install 3 files.

Locate your cd-rom drive and select the fac_sign.p12 file

Select the Open button — the Security Device dialog box is displayed.

Security Device:  Software Security Device

Current password: (not set)

Mew password: | |

Mew password (again):

Password quality meter

Ii Cancel :I

Important: this screen allows you to select your own password for future use.
It is not the PIC passphrase you received under separate cover when you received your Site

Certificate CD.

It is not mandatory to enter a password at this step. Once entered your system will prompt
for this password each time you access the certificate when you log in to HPOS.
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If you do not wish to enter in a password every time you log onto HPOS, select OK to pass
to the next screen.

OR

If you wish to enter in a password every time you log onto HPOS, choose a friendly
password and key it in the New password field.

Re-enter your password in the New password (again) field.
Select OK to continue.

Important: Please memorise this password as you will be prompted for this each time you
use the certificate to log on to HPOS.

The following screen will appear if you decided not to use a password.

LavaScript Application]

Warning! You have decided not to use a Master
Password. Your stored web and email passwords, form
data, and private keys will not be protected.

( OK ?3

Select OK — The following screen will display.

Please enter the password that was used to encrypt this
certificate backup.

Password: i
,r. Cancel W‘

Important: The site certificate password is the PIC passphrase, you received under
separate cover when you received your Site Certificate CD.

Enter your site certificate password into the ‘Password’ field.

Select OK to continue - The following screen will be displayed.

Alert

Successfully restored your security certificate(s) and

private key(s).

Select OK.
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Step 4: Installing the fac_encrypt.p12 file

KO0 File Name to Restore
[« » |23 =|m] [ 6556093893 B (@ search )
DEVICES *y @ fac_encrypt.p12 re
.'___; leopard |:| fac_sign.p
| Macinto... D hic_encrypt.crt -
Fl iDisk |:| hic_sign.crt
o [ pki-certifi...-manager
|:| trust.pl2

PLACES
E Desktop
% CsETS o
-;A;Applicati... Name I;ac_er'lcr',fpt.pl
7 Documents Size 10 KB
Untitled ... & Kind personal '
Untitled .. information .

) exchange file ¥
MEDIA - 1] Created - 1]
F Music b
" Hide extension Cancel y IE Open i )]

g

Select the fac_encrypt.p12 file.

Select the Open button and follow the same procedure as Step 2.
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Step 5: Installing the trust_.p12 file

KOO File Narne to Restore
[« » | [22]=[m] %) 6556093893 B (Q search
DEVICES T m
| leopard | [ fac_sign.p12 I
| Macinto... || (| hic_encrypt.crt -— |
F iDisk I [ hic_sign.crt |
j} I [ pki-certifi.. -manager |
l{ | trust.pl2 |
PLACES | |
E Desktop ! !
| ¢ cseTs l "
-'- |
ﬁﬁ.pplicati.._ | Name I;ac_er'lcr',fpt.pl
™ Documents || Size 10 KB
[2] untitled ... " Kind personal
[&] untitled .. information .
exchange file ¥
MEDIA - 1] Created - 1]
[ Music 1

" Hide extension

ff_ Cancel
4

Note: The password for installing the trust.p12 file is Pass-123 and not the PIC

(passphrase).

Select the trust.p12 file.

Select the Open button and follow the same procedure as Step 2.

You have successfully completed installing the 3 components of your Site Certificate.
Step 6: Restart the Computer

Step 7: Reopen Firefox you should now be able to access the HPOS website again.
For more information

Online humanservices.gov.au/pKki

Email ebusiness@humanservices.gov.au
Call eBusiness Service Centre on 1800 700 199*.

*Call charges apply from mobile and pay phones.
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